
 1 

 
 
 

Will the TTIP Create a “Made in America” Big Data Surveillance System? 
 

Why the Transatlantic Trade and Investment Partnership (TTIP) Could Expand 
NSA and Other Governmental and Commercial Surveillance on Citizens 

 
 
U.S. online marketing companies are pioneering the dramatic expansion of data 
collection throughout the world, as they gather, analyze, and make actionable all of our 
information.1 Giants such as Google and Facebook effectively become “private NSAs”—
tracking us on social media, mobile devices, search engines, online games, and 
increasingly even when we are in the grocery or department store.2 Telephone companies 
involved with the NSA’s “bulk” data-collection program are expanding their own data 
gathering on the Internet and mobile devices as well.3 This information is used to create 
dossiers—online targeting profiles—on individuals. These personal digital records can 
reveal details on our financial status, health concerns, ethnicity/race, political interests, 
buying habits, and the technology we use.4 Through social and mobile data collection, 
these data-gathering companies even know our specific geographic location—and where 
we are likely to go—as well as whom we consider “friends” in our social networks. Our 
behaviors, interests, and background are continuously analyzed, identifying whether we 
should be targeted with ads and other commercial content connected to financial and 
health products, political campaigns, and more. Increasingly, offline information about us 
is being added—in real time—to our online profiles.5  
 
While U.S. online data companies will claim that all this information is used primarily for 
selling and interactive advertising, in reality it’s connected to a powerful system that uses 
personal data to make decisions about us in order to influence our behaviors.6 We are 
secretly “scored” by online data companies that use of an ever-expanding array of “Big 
Data” techniques to determine content, product offers, prices, and customer service. 
Leading online companies, including Facebook, Google, AOL, Yahoo, and Microsoft, 
refuse to take responsibility for their role in establishing a global commercial surveillance 
infrastructure—placing the blame exclusively on the government—and not themselves.7 
Instead, the U.S. data collection industry proudly proclaims to lawmakers and others that 
“data-driven marketing is a major export,” “a uniquely American creation,” and that 
commercial data targeting can be labeled accordingly: “Made in America.”8 
 
U.S. Internet companies have actively opposed new legislative proposals that would 
empower consumers to have more control over their online information. The data-
marketing lobby has mounted fierce opposition to efforts to strengthen the EU’s data 
protection framework, fearing that such measures would cut the flow of data American 



 2 

companies are now able to monetize with very little oversight.9 And now these 
companies want the Obama Administration to help them expand their ability to gather 
EU citizen information through the Transatlantic Trade and Investment Partnership 
(TTIP) trade agreement currently being negotiated in Washington and Brussels. Among 
the key goals of U.S. data companies and high-tech trade groups are removing any 
barriers to transatlantic E-commerce data flows and curtailing the EU’s more 
comprehensive approach to privacy.10 While the TTIP is said to promote jobs and 
economic growth, American companies view it as a political tool to evade the forward-
thinking and history-based approach to privacy in Europe—where it is enshrined as a 
civil right. They are pressing the White House to craft a trade deal that enables U.S. 
businesses to collect data from Europeans more freely, without regard to the EU’s data 
and consumer protection rules. Under the guise of promoting “interoperability” and 
“regulatory convergence,” the U.S. industry groups are trying to strip away the ability of 
the EU to protect the public.  
 
U.S. officials have made numerous trips to Europe claiming that the U.S. approach to 
protecting privacy is as robust as the EU’s—a claim that is not true, unfortunately.11 
Online companies have no regulatory obstacles to their extensive collection and use of 
data on Americans. The Administration frequently points to the Federal Trade 
Commission’s recent 20-year agreements with Google and Facebook, in which the two 
companies promised to protect user privacy, as evidence of a robust protective 
framework. But despite these so-called “consent decrees,” the two digital behemoths 
expand their collection of data almost daily.12 
 
In fact, companies such as Facebook, Google, Yahoo, and others in the data targeting 
industry engage in many of the same tactics as the NSA. These companies have 
developed sophisticated and pervasive techniques to identify our locations, monitor our 
conversations, analyze our relationships and social networks, share our data with their 
partners, and use this personal information to make inferences and decisions about us 
(concerning our finances, health concerns, political interests, and the like).13 These 
companies frequently deny—as the NSA has—that they are invading our privacy.14 They 
purposely keep out of public view how they gather our information and make it 
“actionable” for marketing purposes. While the implications of state security and 
government secrecy profoundly affect our democratic way of life, so too does the private 
use of information by powerful private entities—especially those whose business models 
are designed to influence and shape our behavior and decision-making in the marketplace.  
 
Here are a few examples of how the NSA and the U.S. commercial data industry share 
the same fundamental disregard for our privacy rights: 
 

• Spying on other countries: NSA—operating throughout the world, including 
the EU. Google, Facebook, Yahoo—maintaining an extensive global data 
collection system in the EU, Asia Pacific, South America, and beyond. 15 

• Monitoring phone communications: NSA—routinely collects phone records. 
Google and others—closely monitor mobile phone use, including our use of 
apps.16 
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• Tracking individual Internet users: NSA—uses cookies and email and 
social media analysis to identify and track individuals. Google, Facebook and 
others—pioneered the expanding role of persistent identifiers such as cookies, 
along with social media analytic techniques to identify nodes of connected 
individuals.17 

• Using Big Data analytics: NSA—employs advanced data analysis to identify 
patterns in terabytes of data. Google, Facebook, and many other companies— 
use Big Data processing and analysis for user tracking and targeting.18 

• Covert behavior: NSA—engaged in secrecy about its data gathering. Online 
data companies—have also created an extensive collection system that is 
largely kept out of public view, with pinpoint tracking and targeting of 
individuals and the “customer’s journey” without consumers’ knowledge or 
consent. 19 

• Ultimate goal: NSA—to collect all information. US online companies, 
working with large data brokers—to do the same, in quest of a single view of 
an individual and all of that person’s connections.20 

 
 

                                                
1 DoubleClick, “Leverage Your Own Technology and Data for Efficient Media Buying,” 
http://www.google.com/doubleclick/networks/scaled-media-buying.html; Facebook, “Introducing 
Facebook Exchange,” Facebook Studio, 13 Mar. 2013, https://www.facebook-
studio.com/news/item/introducing-facebook-exchange. See also, generally, Ad Exchanger, 
http://www.adexchanger.com/ (all viewed 13 Dec. 2013).  
2 Damion Brown, “Cross Device Measurement in Google Analytics Will Turn Mobile Marketing 
on its Head,” Econsultancy, 20 May 2013, http://econsultancy.com/us/blog/62754-cross-device-
measurement-in-google-analytics-will-turn-mobile-marketing-on-its-head; Center for Digital 
Democracy, “Cross-platform Tracking of Online Users—Learn More in CDD's Mobile App 
Privacy Report,” 6 Oct. 2013, http://www.democraticmedia.org/cross-platform-tracking-online-
users-learn-more-cdds-mobile-app-privacy-report (both viewed 13 Dec. 2013). 
3 Glenn Greenwald, “NSA Collecting Phone Records of Millions of Verizon Customers Daily,” 
The Guardian, 5 June 2013, http://www.theguardian.com/world/2013/jun/06/nsa-phone-records-
verizon-court-order; Verizon, “Why Mobile Web?” http://promo.verizon.com/omk/mw.shtml#; 
AT&T AdWorks, “Online Audience Network,” http://adworks.att.com/online/ (all viewed 13 Dec. 
2013). 
4 Intermarkets, “Industry Leaders, Intermarkets and Aristotle, Partner to Provide Online Targeting 
for Largest National Voter File,” 18 June 2012, 
http://www.intermarkets.net/ourCompany/news/pressReleases/archives/2012/06june/18_aristotle.
html; Google, “Political Campaign Toolkit,” http://www.google.com/ads/politicaltoolkit/ (both 
viewed 13 Dec. 2013).   
5 Turn, “The Turn Partner Ecosystem,” http://www.turn.com/en-gb/data-partners/; “TruSignal 
Partners with I-Behavior for Data On-boarding to Bring Greater Scale and Accuracy to 
TruSignal's Digital Audience Segments,” 17 Apr. 2013, http://www.tru-signal.com/press-
releases/trusignal-partners-i-behavior-data-boarding-bring-greater-scale-and-accuracy-trusigna; 
Kelly Liyakasa, “Twitter Formally Adds Retargeting With ‘Tailored Audiences,’” Ad Exchanger, 
5 Dec. 2013, http://www.adexchanger.com/social-media/twitter-rolls-out-tailored-audiences/; 
LiveRamp, http://liveramp.com/ (all viewed 13 Dec. 2013).   



 4 

                                                                                                                                            
6 Natasha Singer, “Secret E-Scores Chart Consumers’ Buying Power,” New York Times, 18 Aug. 
2012, http://www.nytimes.com/2012/08/19/business/electronic-scores-rank-consumers-by-
potential-value.html?_r=0; Edmund Wierzwinski and Jeffrey Chester, “Selling Consumers, Not 
Lists: The New World of Digital Decision-Making and the Role of the Fair Credit Reporting Act,” 
1 Oct. 2012, http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2188560; Dylan Manley, “The 
Importance of Influencers,” Socialmedia Today, 1 Nov. 2013, 
http://socialmediatoday.com/dcm510/1880196/importance-influencers (all viewed 13 Dec. 2013). 
7 Reform Government Surveillance, http://reformgovernmentsurveillance.com/ (viewed 13 Dec. 
2013). 
8 Direct Marketing Association, “Data-Driven Marketing Economy adds $156 Billion in Revenue 
to the U.S. Economy, Fuels More than 675,000 Jobs in U.S.,” 14 Oct. 2013, 
http://thedma.org/2013/10/14/dma-announces-groundbreaking-economic-study-on-value-of-data-
at-dma2013/ (viewed 13 Dec. 2013). 
9 James Fontanella-Khan, “Victory for Tech Giants on EU Data Laws,” Financial Times, 28 Oct. 
2013, http://benton.org/node/164815; “Lobbies on Dataprotection,” La Quadrature du Net Wiki, 
http://www.laquadrature.net/wiki/Lobbies_on_dataprotection; Tom Brewster, “Yahoo EU Data 
Privacy Lobbying Efforts Leaked,” TechWeek Europe, 20 Feb. 2013, 
http://www.techweekeurope.co.uk/news/yahoo-europe-data-privacy-lobbying-108089 (all viewed 
13 Dec. 2013). 
10 Business Coalition for Transatlantic Trade, “Digital Trade,” 
http://www.transatlantictrade.org/issues/digital-trade/; “Hogan Lovells Forms Coalition for 
Privacy and Free Trade,” 18 Mar. 
2013http://www.hoganlovells.com/newsmedia/newspubs/detail.aspx?news=2598; 
http://www.motherjones.com/politics/2013/03/daniel-weitzner-internet-privacy-coalition (all 
viewed 13 Dec. 2013). 
11 National Telecommunications and Information Administration, “Remarks by Assistant 
Secretary Strickling at American European Community Association (AECA) Conference,” 3 Dec. 
2013, http://www.ntia.doc.gov/speechtestimony/2013/remarks-assistant-secretary-strickling-
american-european-community-association- (viewed 13 Dec. 2013). 
12 Facebook, “Partner Categories, a New Self-Serve Targeting Feature,” Facebook Studio, 10 Apr. 
2013, https://www.facebook-studio.com/news/item/partner-categories-a-new-self-serve-targeting-
feature; DoubleClick, “A Deep Dive into the New Audience Features in DoubleClick Campaign 
Manager, 3 Dec. 2013, http://doubleclickadvertisers.blogspot.com/2013/12/a-deep-dive-into-new-
audience-features.html (both viewed 13 Dec. 2013). 
13 Interactive Advertising Bureau, “Guidelines, Standards & Best Practices,” 
http://www.iab.net/guidelines; Mark Marchukov, “TAO: The Power of the Graph,” Facebook, 25 
June 2013, https://www.facebook.com/notes/facebook-engineering/tao-the-power-of-the-
graph/10151525983993920; Google, “The Knowledge Graph, Google Inside Search, 
http://www.google.com/insidesearch/features/search/knowledge.html  (all viewed 13 Dec. 2013). 
14 “Eric Schmidt: Google Disagrees with European Privacy Complaints,” San Jose Mercury News, 
10 Oct. 2013, http://www.mercurynews.com/business/ci_24282908/eric-schmidt-google-
disagrees-european-privacy-complaints; Facebook, “Facebook and Privacy,” 
https://www.facebook.com/fbprivacy  (both viewed 13 Dec. 2013). 
15 Steven Millward, “Google Rolls Out Its Real-Time DoubleClick Ad Exchange in China,” Tech 
in Asia, 11 Apr. 2012, http://www.techinasia.com/google-doubleclick-ad-network-china-launch/; 



 5 

                                                                                                                                            
Peter Fernandez, “Mobile is a Lot Bigger in Latin America than You Think,” Google Mobile Ads 
Blog, 24 May 2012, http://googlemobileads.blogspot.com/2012/05/mobile-is-lot-bigger-in-latin-
america.html; Nicola Mendelsohn, “Facebook Hires New Head of Europe, Middle East and 
Africa,” Adweek, 8 May 2013, http://www.adweek.com/news/technology/facebook-hires-new-
head-europe-middle-east-and-africa-149281; Yahoo Advertising UK and Ireland, “Targeting 
Solutions in Depth,” http://uk.advertising.yahoo.com/article/targeting-solutions-20121109-
122910.html; Zach Rodgers, “Facebook Exchange Grows In EMEA And APAC Regions,” 9 Nov. 
2012, http://www.adexchanger.com/social-media/facebook-exchange-grows-in-emea-and-apac-
regions/  (all viewed 13 Dec. 2013). 
16 Google, “Mobile in the Purchase Journey,” http://www.google.com/think/tools/mobile-
purchase-journey.html; Facebook, “Mobile Measurement Partners,” Facebook Developers, 
https://developers.facebook.com/docs/preferredmarketingdevelopers/mobile/measurement/; 
Google, “Google Mobile Ads SDK: Mediation Networks,” https://developers.google.com/mobile-
ads-sdk/docs/admob/mediation-networks; Microsoft Advertising, “Mobile,” 
http://advertising.microsoft.com/en-us/mobile-advertising; Microsoft Advertising, “Ads in Apps,” 
http://advertising.microsoft.com/en-us/windows-8-ads-in-apps (all viewed 13 Dec. 2013). 
17 Ashkan Soltani, Andrea Peterson, and Barton Gellman, “NSA Uses Google Cookies to 
Pinpoint Targets for Hacking,” Washington Post, 10 Dec. 2013, 
http://www.washingtonpost.com/blogs/the-switch/wp/2013/12/10/nsa-uses-google-cookies-to-
pinpoint-targets-for-hacking/; Google, “DoubleClick Ad Exchange Real-Time Bidding Protocol,” 
Google Developers, https://developers.google.com/ad-exchange/rtb/cookie-guide; Facebook, 
“Custom Audience Targeting,” Facebook Developers, 
https://developers.facebook.com/docs/reference/ads-api/custom-audience-targeting/#overview; 
Interactive Advertising Bureau, “The Future of the Cookie Working Group,” 
http://www.iab.net/member_center/committees/working_groups/Future_of_the_Cookie_Working
_Group; Twitter, “Certified Products,” Twitter Developers, 
https://dev.twitter.com/programs/twitter-certified-products/products (all viewed 13 Dec. 2013). 
18 Hortonworks, “How Facebook uses Hadoop and Hive,” 25 Mar. 2013, 
http://hortonworks.com/big-data-insights/how-facebook-uses-hadoop-and-hive/; Ram Sriharsha 
and Tim Tully, “Beyond Hadoop MapReduce: Interactive Advertising Insights with Shark @ 
Yahoo!” presentation at Strata Conference, Santa Clara, CA, 13 Feb. 2014, 
http://strataconf.com/strata2014/public/schedule/detail/32373; Ericka Chickowski, “ComScore, 
Rubicon And Others Look To MapR For Big Data Processing,” Ad Exchanger, 29 Oct. 2013, 
http://www.adexchanger.com/data-exchanges/comscore-rubicon-and-others-lean-on-mapr-for-
big-data-processing/ (all viewed 13 Dec. 2013). 
19 Google, “The Customer Journey to Online Purchase,” Google Think Insights, 
http://www.google.com/think/tools/customer-journey-to-online-purchase.html; Microsoft 
Advertising, “The Consumer Journey Reveals the Female Shopper’s Path to Purchase,” 
http://advertising.microsoft.com/en-us/cl/597/consumer-journey-research-report; Brittany 
Darwell, “Facebook Exchange: What It Is and Who to Work with to Get Started,” Inside 
Facebook, 25 Oct. 2012, http://www.insidefacebook.com/2012/10/25/facebook-exchange-what-
it-is-and-who-to-work-with-to-get-started/ (all viewed 13 Dec. 2013). 
20 Merkle, “Connected Recognition,” http://www.merkleinc.com/what-we-do/database-
marketing-services/connected-recognition; Acxiom, “Audience Operations Layer,” 
http://aos.acxiom.com/#applications-layer; Google, “Cross-Media,” Google Think Insights, 
http://www.google.com/think/ad-types/cross-media.html (all viewed 13 Dec. 2013). 


