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November 5, 2014

Chairwoman Edith Ramirez
Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580

Dear Chairwoman Ramirez:

We urge the FTC to review its decision of September 24, 2014, providing “early
termination” of the “Big Data” acquisition by Alliance Data Systems of Conversant
(formerly ValueClick)." We are deeply concerned that the commission failed to examine
sufficiently the consequences to competition—and to privacy—of the consolidation of
two powerful sets of consumer data. This merger reflects the continuing consolidation of
the consumer data marketplace, an issue that the FTC must address. The
Alliance/Conversant deal also raises serious privacy concerns, including with its intended
goal of further unleashing powerful tracking technologies that follow individuals across
all of their devices and applications. Both companies’ play leading roles providing data
for financial services targeting, and Conversant is at the forefront of online lead-
generation practices. The commission’s approval of this transaction without appropriate
safeguards directly undermines its role as the country’s chief privacy regulator. The FTC
cannot, on the one hand, express concern about the discriminatory and privacy
implications of “Big Data” and the invisible role of databrokers, but at the same time
silently consent to expanded commercial surveillance of the American people.

In addition, since both Alliance Data Systems (via its Epsilon division) and Conversant
are members of the U.S. “Safe Harbor” system designed to protect EU citizens’ data, the
FTC should have specifically investigated the impact of this deal on the privacy promises
made under that framework. EU citizens, as well as U.S. consumers, deserve to know
what the FTC believes are the actual merits of the companies’ misleading claims that they
provide “privacy protection” using what they describe as “anonymous” data.” As the
commission knows, online companies try to avoid scrutiny of their actual data gathering
practices by using disingenuous arguments that they are not really tracking actual
people—which they are.

Alliance Data Systems, through its Epsilon subsidiary alone, claims it holds “the
industry’s most comprehensive suite of targeted and data-driven marketing services.” Its
data is used for “private label and co-brand retail credit card programs and other data-
driven marketing solutions,” including Visa, MasterCard, and Discover.” Among its
clients are P&G, AstraZenecca, Hilton, Bank of America, General Motors, FedEx, Kraft,
Pottery Barn, and others.



Conversant says it has “the industry’s richest consumer profiles ... assembled from vast
amounts of diverse marketing information including first-party data provided by our
marketers along with Conversant-exclusive behavioral, demographic, purchase, and ad
interaction data.” “The resulting user profiles generate a complete and ongoing picture of
each consumer,” it explains. “We leverage vast amounts of exclusive browsing, shopping,
interaction, and purchase data that powers superior audience modeling, targeting
accuracy and campaign optimization.” Its 2014 10-K Annual Report highlights what it
calls its “Exclusive Data Sources [that] Enable Precise User Identification,” and its
“Seamless Ability to Reach Individual Consumers Across Channels and Devices.”
Conversant notes that its “proprietary data and first-party data relationships create
superior identification of individual consumers, even as they increasingly use multiple

devices ... . [O]Jur CRM user profiles are maintained for running periods of up to 400
days and are dynamically updated as consumers interact in both online and offline
channels ... . Our clients can reach users across their devices in the ad formats and

sequence that is proven to be most effective for a particular individual.”* Conversant also
operates “the world’s largest” affiliate marketing program, enabling it to gather data from
“100 million transactions” alone.” Conversant’s clients include Mondelez, Citi, Capital
One, Microsoft, GSK, Coca-Cola, McDonald’s, US Cellular, and others.°

Among the many factors that required a more in-depth examination of the proposed
transaction are the following:

» Integration of competing datasets: As the “Strategic Rationale” for the merger
explained, it is premised on creating a “one-stop, cross-device data fueled
marketing powerhouse.” It consolidates offline and online data, transactional
information, database and loyalty programs, and more. In announcing the deal,
the companies told investors that the merger combines Alliance Data/Epsilon’s
client base representing the “Top 10 Auto, Top 10 Pharma, § out of 10 Retailers”
as well as “Top Banks,” with Conversant’s client base of “7 out of Top 10 auto,
8/10 Pharma, 70/100 Retail, and 3/4 Telco.”” Alliance already has data on
hundreds of millions of consumers, including “transactional data powered by over
1,600 participants providing 8.6 billion transactions from the Abacus Cooperative.”
Conversant’s database of 263 million people incorporates “virtually any type of
offline and online data and ... proprietary shopper insights to create millions of
the richest, most actionable profiles on earth—all continuously updated in real-
time as new data becomes available ... [w]ith insight into every person’s lifestyle,
needs, motivations and future purchases ... .”* Data from Conversant will be used
to “enrich Epsilon’s existing offline and online data set, allowing for more
effective targeting marketing ... . In its “strategic rationale,” Alliance Data
explained that its already significant “first-party and third-party, online and
offline, transactional to demographic/psychographic, and structured to
unstructured data” would add such additional data from Conversant as “cross-
device (desktop, tablet, mobile) and cross-channel” (mobile, social, video).



* Expansion of data-tracking capacity: The deal, in the words of Alliance Data’s
CEO, “bulks up” the company’s digital marketing apparatus, proving “scale”
across “display, mobile, video and social digital channels” as well as to its
Epsilon service. Epsilon datasets include Abacus Cooperative Transactional Data
(“analyzing billions of consumer and business transactions”); Target Source
Survey Data (“information from tens of millions of consumers”); TotalSourcePlus
Consumer Data (“the most comprehensive, accurate and predictive compiled
consumer data source available”); and Epsilon’s “AgilityHarmony” service
(“powerful data segmentation tools ... deliver[ing] highly personalized messages
to customers using your most effective channels: email, mobile, social, online and
offline”).'’ Conversant’s “proprietary identification network and first-party data
relationships allow for extraordinary user level match rates. Our user
identification engine is fueled with data from 20 billion ad auctions per day,
6,000+ publisher integrations, more than 20,000 mobile app SDK integrations and
login matching across hundreds of leading advertisers ... . Using these and other
data points, we’re uniquely able to associate all of a user’s devices — PCs, tablets
and smartphones—with a single ID.”!! Holding the “#1 position in affiliate
marketing,” Conversant “serves as an intermediary between more than 60,000
publishers (i.e., websites or mobile applications) and 3,000 advertisers, such as
retail, travel or financial services companies.”'> Both companies continue to
expand their financial data gathering practices, including mobile and retail
consumer data via apps."> Conversant is a leader in online lead generation and
affiliate marketing, through its “CJ” division (formerly called Commission
Junction). As the commission’s own ongoing work involving online lead
generation illustrates, there is a tremendous amount of data collected from
individuals who are then targeted, largely without meaningful awareness or
consent, for a range of services—including for financial products.'

* Advances in cross-platform tracking of consumers: The deal will “complete”
Alliance Data’s “end-to-end marketing capabilities,” including using “cross-
screen” targeting via Conversant’s “Common ID” apparatus.'> As the merger
announcement explained, “Common ID identifies an individual consumer across
multiple devices.”'® Conversant is said to deliver “exact matches since it gets
purchase data from retail clients” (“Billions of dollars in actual purchase data,”
according to Conversant’s site).” Each of its “263 million records with 200
attributes per individual” has, explained an industry analyst, “five IDs coming
from different browsers, devices or cookies.” This enables Conversant to make
“hard matches on cross-device,” using its Big Data capabilities.'’

The failure of the commission to address key consumer protection issues with this
acquisition underscores the need for a greater commitment by the FTC to tackle the
competition and privacy issues of today’s data-driven digital marketing era. We
specifically urge the commission to launch a formal review of “Big Data” consolidation.
The level of commercial data gathering on Americans is unprecedented, growing daily
without respite, and is ending up in the hands of fewer companies. The first half of 2014,
according to a recent survey, generated 209 digital-data-related M &A deals, a “record



period” and a significant increase from the previous year. Driving these transactions,
explained a Results International report, is “the battle for data.” Access to data to improve
targeting and to understand the consumer journey better has generated substantial deal
activity, it explained. There have been mergers involving data management platforms,
marketing analytics, online video, and social and mobile data marketing.'®

In addition, this transaction illustrates the dramatic and unfettered growth of so-called
“cookie-less” cross-screen/device-tracking. Facebook, Google, Conversant, and others
have developed data tracking technologies and techniques to supplement and supplant
their “cookie”-based tracking. The goal is to use a single identifier to track and target
individuals regardless of what device they use, such as mobile phones. For example,
Experian now offers an “OmniView Identity-Linkage Engine” that provides a persistent
“single customer view by establishing identification keys for consumers at an individual,
household, and address level that serve as a common denominator between all data
sources.” Facebook is partnering with advertising giant Omnicom in its new Atlas
division cross-device tracking system. Illustrating the many data-sharing relationships
that have recently emerged, Omnicom—which has its own data holdings via its Annalect
division—is using data broker Neustar for its work with Facebook/Atlas. Neustar has its
own vast set of informational profiles on Americans, including their financial behaviors
and mobile device use, deploying what it calls its “real time consumer insight engine.”"
The commission should not wait until American privacy is further undermined through
the dramatic growth of these new “cookie-less” commercial tracking practices. Action is
required now.”

Finally, given that Conversant/ValueClick was fined a “record $2.9 million” by the
commission is 2008, including for “advertising claims and e-mails” that were “deceptive”
and “misrepresented that they secured customers’ sensitive financial information,” we
believe that a more robust and public review is necessary.”'

We urge the commission to reopen its inquiry on this acquisition to address competition
concerns and, through its Consumer Protection Division, propose meaningful privacy
safeguards. It must also publicly review the deal to ensure that its Safe Harbor
enforcement commitments to the European Union are meaningful. The public deserves
no less from the FTC.

Sincerely,
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Jeff Chester Edward Mierzwinski
Executive Director Director

Center for Digital Democracy U.S. PIRG Education Fund
cc: Commissioner Julie Brill

Commissioner Maureen K. Ohlhausen
Commissioner Joshua D. Wright
Commissioner Terrell McSweeny
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